Digioh Custom Domains - Increase Visibility of
Your Campaigns
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With the release of i0OS 26 and macQOS Tahoe, Safari began automatically blocking most 3rd party
tracking from properly running in the browser. Because of this, we recommend using your own
domain without mention of Digioh (like forms.yourwebsite.com) for our JavaScript. Thisis a
simple and easy process, and you will enjoy a visibility boost to all your campaigns. This will also
prevent your Digioh campaigns from getting blocked by tools like AdBlock. This article explains
how to configure and verify a custom domain in Digioh

Configuring your Custom Domain

1. Create a CNAME Record: Point a subdomain of your choice (e.g., forms.yourwebsite.com or
campaigns.yourwebsite.com)to customers.lightboxcdn.com

a. You cannot usedigioh or pushplanet as part of the custom subdomain. For example,
digioh.mydomain.com will not work.

2. Inyour Digioh Account, navigate to Setup Instructions under your account dropdown:
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3. Enter the subdomain you created in step 1and hit save. You cannot use digioh or
pushplanet as part of the custom subdomain. For example, digioh.mydomain.com will not
work.



Step 1: Authenticate Your Domain (Optional but highly recommended)
We highly recommend using a custom domain for your Digioh javascript. This will increase display rates on i0OS26+ and prevent Ad

Blocking tools from not displaying your campaigns. This is optional but very highly recommended.

Part A: Add a CNAME/Subdomain

Record Type: Points To:

CNAME customers.lightboxcdn.com

Your Custom Subdomain (Example):

forms.yourwebsite.com — customers.lightboxcdn.com
Important: Use a subdomain (like forms.yoursite.com ) rather than your root domain. Make sure to use a subdomain that is based on your website root domain. For example, if your

website is www.customer.com, your subdomain should be forms.customer.com.

Part B: Enter in your Custom Subdomain so we can confirm

Custom Domain:

Enter the same subdomain you created the CNAME record for in Step 1. Leave blank to use the default domain.

Save Custom Domain

4. After saving your custom domain, you'll be able to see the status while the SSL certificate is
generated:

Domain Status

Refresh Status
Custom Hostname: @ SSL Status: @ CNAME Setup: @
pending initializing Pending

CNAME record is being verified. This can take a few minutes.

This can take a few minutes to complete. You can hit Refresh Status periodically to check
onit. Once complete, the Custom Hostname, SSL Status, and CNAME Setup will all show as
Active/Verified:

Subdomain Status: @ Verified 2 refresh status

CNAME record is properly configured and verified.
View Domain Status Details v

Custom Hostname: @ SSL Status: @ CNAME Setup: @

active active verified

5. Once the SSL certificate has been generated, you need to perform an account publish to
make sure the changes are live. This publish can be done directly from the setup page by
clicking Publish Account next to the Domain Status:

Subdomain Status: @Verified z retesh stas T
CNAME record is properly configured and verified.

View Domain Status Details v

Custom Hostname: @ SSL Status: @ CNAME Setup: @

active active verified

Even though your Digioh campaigns will work once the custom domain is configured, we
recommend updating the Digioh install script on your site to use the new domain. Below the



custom domain settings, you'll find your updated JS tag - Replace the existing install script on
your site with this new one.

You must test your site after you've published your custom domain. While uncommon, it is
possible that your site may generate CORS (Cross-0Origin Resource Sharing) errors related to the
new domain. To check for CORS errors, navigate to your site after publishing the custom domain
and check your browser console (unsure how to do that? Click here to learn how!) for errors that
look something like this:

Access to XMLHttpRequest at ' www . el sewher
https://docs.google.com/spreadsheets /1Kxmp-CNcmf2Y91NPaQgeo509HbvORHaSWITEVIBR _1U/ey

' from origin ‘https:/ w.elsewhere.io' has been blocked by CORS policy: Request header
field x-amzn-trace-id not allowed by Access-Control-Allow-Headers in preflight response.

Uncaught Error: Search Ahead: CSv fetch error: @ error
at object.error (custom box ga.js?cb=..179¢ BC1E1:106:19)
at ¢ (main_ga.js?cb=028F90..DF8A5227:1412
at object. firewith [as rejectWith] (main js?cb=028F90..DF8A5227:1412:29199)
1 (main_ga.js?cb=028F90..D 7+ 14 208)
XMLHttpRequest.<anonymous> (main_qga.js?cb=028F90.DF8A5227:1412:82612)

Show ignore-Llisted frames

Failed to load resource: net::ERR_FAILED docs.google.com/spre..csv&gid=667093099:1

If you see similar errors, your site's Content Security Policy will need to be updated to include
your new domain. We recommend that you remove the custom domain and republish the
account until your CSP has been updated.

Additional notes:

e DNS settings vary by provider. In some cases, you'll enter the full domain
(' forms.yourdomain.com ), while in others only the subdomain( forms ). Check out some tips and
guidance below for different providers:

a. Please see this help doc for our guide on adding a CNAME via GoDaddy

b. If your domain is managed via Shopify, review their help doc on creating a subdomain
and managing DNS settings.

c. If you are using Cloudflare, you must take the following actions:

a. You will want to check and confirm that the CNAME record you are creating is not
associated with a held zone. If it is, you will need to have the hold removed.

b. You will need to bypass the proxy on the record and ensure the CNAME you are
addingis set to DNS Only.

c. CAARecords: If your domain has CAA records, you will need to take additional
steps. If your CAA records do not allow the certificate authority Digioh uses, SSL
issuance will fail and the domain won't go live securely. To move forward, you
must add letsencrypt.org to your CAA records before setting up the custom


https://www.debugbear.com/blog/chrome-browser-console
http://help.digioh.com/docs/how-to-add-a-custom-cname-for-digioh-godaddy
https://help.shopify.com/en/manual/domains/add-a-domain/add-subdomains
https://help.shopify.com/en/manual/domains/managing-domains/edit-dns-settings

domain.

e Asbest practice, use non-branded generic terms in subdomains, like forms or campaigns.

e |fyou manage multiple Digioh accounts, you can use one custom domain across multiple
accounts.

e The custom domain configured for the account does notneed to match your website's
domain exactly - Aslong as the custom domain is different from lightboxcdn.com, that will
help resolve the issue on i0S.

Alternate Runtime Domain

If it will take you some time to create the CNAME record, or you are unable to for any reason,
Digioh now also supports the ability to configure your account to use an alternate runtime
domain to prevent lightboxcdn.com from being blocked by Apple.

If you need to configure your account to use an alternate runtime domain, please reach out to our
team via support@digioh.com, and we'll be happy to assist.



